ARP Commands on Cisco 10S-XR Software

This chapter describes the commands used to configure and monitor the Address Resolution Protocol
(ARP).

Cisco 10S-XR IP Addresses and Services Command Reference ]



ARP Commands on Cisco 10S-XR Software |

W ap

arp

To add a permanent entry in the Address Resolution Protocol (ARP) cache, use the arp command in
global configuration mode. To remove an entry from the ARP cache, use the no form of this command.

arp ip-address hardware-address encapsulation-type [alias]

no arp ip-address hardware-address encapsulation-type [alias]

Syntax Description

Defaults

Command Modes

ip-address IP address in four-part dotted-decimal format that corresponds to
the local data-link address (a 32-bit address).

hardware-address Local data-link address (a 48-bit address), such as
0800.0900.1834.

encapsulation-type Encapsulation type. For Ethernet interfaces, this is typically the

arpa keyword. For FDDI and Token Ring interfaces, this is the
snap keyword.

alias (Optional) Causes the software to respond to ARP requests as if it
were the owner of both the specified IP address and hardware
address, whether proxy ARP is enabled or not.

No entries are permanently installed in the ARP cache.

Global configuration

Command History

Usage Guidelines

Release Modification

Release 2.0 This command was introduced.

To use this command, you must be in a user group associated with a task group that includes the proper
task IDs. For detailed information about user groups and task IDs, refer to the Configuring AAA Services
on Cisco I0S-XR Software module of the Cisco I0S-XR System Security Configuration Guide.

The software uses ARP cache entries to translate 32-bit IP addresses into 48-bit hardware addresses.
Because most hosts support dynamic resolution, you generally need not specify static ARP cache entries.

If the alias keyword is not specified, the entry is just a static entry and will not learn the new hardware
address for that IP address. The software does not respond to any ARP requests received for that IP
address unless proxy ARP is enabled on the interface on which the request is received. When proxy ARP
is enabled, the software responds to ARP requests for that IP address with its own local interface
hardware address.

To remove all nonstatic entries from the ARP cache, use the clear arp-cache EXEC command.
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Examples The following is an example of a static ARP entry for a typical Ethernet host:

RP/0/RP0/CPUO:router# configure
RP/0/RP0/CPUO:router (config)# arp 192.168.7.19 0800.0900.1834 arpa

Related Commands = Command Description
clear arp-cache Deletes all dynamic entries from the ARP cache.
mpls on Enables MPLS on ARP interfaces.
show arp (cache) Displays the ARP cache.
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arp timeout

To specify how long dynamic entries learned on an interface remain in the Address Resolution Protocol
(ARP) cache, use the arp timeout command in interface configuration mode. To remove the arp
timeout command from the configuration file and restore the system to its default condition with respect
to this command, use the no form of this command.

arp timeout seconds

no arp timeout seconds

Syntax Description  seconds Time, in seconds, for which an entry remains in the ARP cache. The range
is from 0 to 4294967. A value of 0 means that entries are never cleared from
the cache. The default is 14400.

Defaults Entries remain in the ARP cache for 14400 seconds (4 hours).
Command Modes Interface configuration
Command History Release Modification
Release 2.0 This command was introduced.
Usage Guidelines To use this command, you must be in a user group associated with a task group that includes the proper

task IDs. For detailed information about user groups and task IDs, refer to the Configuring AAA Services
on Cisco 10S-XR Software module of the Cisco IOS-XR System Security Configuration Guide.

This command is ignored when issued on interfaces that do not use ARP. Also, ARP entries that
correspond to the local interface or that are statically configured by the user never time out.

The show interfaces command displays the ARP timeout value in hours:minutes:seconds, as follows:

ARP type: ARPA, ARP Timeout 04:00:00

Examples The following example shows how to set the ARP timeout to 3600 seconds to allow entries to time out
more quickly than the default:
RP/0/RP0/CPUO:router# configure

RP/0/RP0O/CPUO:router (config)# interface MgmtEth 0/RP1/CPU0/0
RP/0/RP0O/CPUO:router (config-if)# arp timeout 3600

Related Commands Command Description

clear arp-cache Deletes all dynamic entries from the ARP cache.
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Command Description
show arp (cache) Displays the entries in the ARP table.
show interfaces Displays statistics for all interfaces configured on the networking device.
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clear arp-cache

To delete all dynamic entries from the Address Resolution Protocol (ARP) cache, to clear the
fast-switching cache, and to clear the IP route cache, use the clear arp-cache command in EXEC mode.

clear arp-cache [traffic [interface-instance | location node-id]] [location node-id]

Syntax Description traffic (Optional) Deletes traffic statistics on the specified interface.

interface-instance (Optional) Specifies ARP entries matching the interface. The
interface-instance argument is entered in the rack/slot/module/port notation.

location node-id (Optional) Clears the ARP entries for a specified location. The nodelD
argument is entered in the rack/slot/module notation.

Command Modes EXEC

Command History Release Modification
Release 2.0 This command was introduced.
Usage Guidelines To use this command, you must be in a user group associated with a task group that includes the proper

task IDs. For detailed information about user groups and task IDs, refer to the Configuring AAA Services
on Cisco I0S-XR Software module of the Cisco I0S-XR System Security Configuration Guide.

When issued without keywords or arguments, the clear arp-cache command clears all entries in the ARP
cache.

Examples The following example shows how to remove all dynamic entries from the ARP cache and clears the
fast-switching cache:

RP/0/RP0/CPUO:router# clear arp-cache

The following example shows how to remove traffic statistic entries from the ARP cache that match the
specified interface:

RP/0/RP0/CPUO:router# clear arp-cache traffic P0OS0/2/0/1

The following example shows how to remove entries from the ARP cache that match the specified
location:

RP/0/RPO/CPUO:router# clear arp-cache location 0/RP1/CPUO

Related Commands  Command Description
arp Adds a permanent entry in the ARP cache.
show arp (cache) Displays the ARP cache.
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proxy-arp

To enable proxy Address Resolution Protocol (ARP) on an interface, use the proxy-arp command in
interface configuration mode. To disable proxy ARP on the interface, use the disable keyword. To
remove the proxy-arp command from the configuration file and restore the system to its default
condition with respect to the command, use the no form of this command.

proxy-arp [enable | disable]

no proxy-arp

Syntax Description

Defaults

Command Modes

enable (Optional) Enables the functionality of the command. This is the default.

disable (Optional) Disables the functionality of the command.

Proxy ARP is enabled on all interfaces.

Interface configuration

Command History

Usage Guidelines

Release Modification

Release 2.0 This command was introduced.

To use this command, you must be in a user group associated with a task group that includes the proper
task IDs. For detailed information about user groups and task IDs, refer to the Configuring AAA Services
on Cisco I0S-XR Software module of the Cisco I0S-XR System Security Configuration Guide.

When proxy ARP is disabled, the networking device responds to ARP requests received on an interface
only if one of the following conditions is met:

e The target IP address in the ARP request is the same as the interface IP address on which the request
is received.

e The target IP address in the ARP request has a statically configured ARP alias.

When proxy ARP is enabled, the networking device also responds to ARP requests that meet all of the
following conditions:

e The target IP address is not on the same physical network (LAN) on which the request is received.
¢ The networking device has one or more routes to the target IP address.

e All of the routes to the target IP address go through interfaces other than the one on which the
request is received.

Using the no command removes the specified command from the configuration file and restores the
system to its default condition with respect to the command. We recommend that you use the disable
keyword rather than the no command to disable the functionality of the command. The no form of a
command is not stored in the configuration file. Instead, the command with the disable keyword is stored
in the configuration file.

Cisco 10S-XR IP Addresses and Services Command Reference ]



ARP Commands on Cisco 10S-XR Software |

Wl proxy-arp

Examples The following example shows how to enable proxy ARP on MgmtEth interface 0/RP1/CPU0/0:

RP/0/RP0/CPUO:router (config)# configure
RP/0/RP0/CPUO:router (config)# interface MgmtEth 0/RP1/CPUO0/0
RP/0/RP0O/CPUO:router (config-if)# proxy-arp
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show arp (cache)

To display the Address Resolution Protocol (ARP) cache, use the show arp command in EXEC mode.

show arp [ip-address [location node-id] | hardware-address [location node-id] | traffic [location
node-id | interface-instance] | trace [error [location node-id] | dev [location node-id] | events
[location node-id] table [location node-id] | location node-id]] | type instance | location

node-id]
Syntax Description ip-address (Optional) Displays ARP entries that match the IP address.
location node-id (Optional) Displays the ARP entries for a specific location. The nodelD

argument is entered in the rack/slot/module notation.
hardware-address (Optional) Displays ARP entries that match the 48-bit MAC address.
traffic (Optional) Displays ARP traffic statistics.

type (Optional) Interface type. For more information, use the question mark (?)
online help function.

instance (Optional) Either a physical interface instance or a virtual interface instance:

e Physical interface instance. Naming notation is rack/slot/module/port and
a slash mark between values is required as part of the notation.

- rack: Chassis number of the rack.
— slot: Physical slot number of the line card.

— module: Module number. A Physical Layer Interface Module (PLIM)
is always 0.

— port: Physical port number of the interface.

Note In references to a Management Ethernet interface located on a Route
Processor card, the physical slot number is alphanumeric (RPO or
RP1) and the module is CPUO.
Example: interface MgmtEthO/RP1/CPU0/0.

e Virtual interface instance. Number range will vary depending on interface
type.

For more information about the syntax for the router, use the question mark
(?) online help function.

trace (Optional) Displays ARP entries in the buffer.
error (Optional) Specifies TBD
dev (Optional) Specifies TBD
events (Optional) Specifies TBD
table (Optional) Specifies TBD

Command Modes EXEC
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Command History Release Modification
Release 2.0 This command was introduced.
Usage Guidelines To use this command, you must be in a user group associated with a task group that includes the proper

task IDs. For detailed information about user groups and task IDs, refer to the Configuring AAA Services
on Cisco I0S-XR Software module of the Cisco I0S-XR System Security Configuration Guide.

ARP establishes correspondences between network addresses (an IP address, for example) and Ethernet
hardware addresses. A record of each correspondence is kept in a cache for a predetermined amount of
time and then discarded.

The show arp type instance form of this command does not support the location nodelD keyword and
argument. This command also displays the ARP table information. The show arp command and the
show arp type instance command display the same information.

Examples The following is sample output from the show arp command:

RP/0/RPO/CPUO:router# show arp

Address Age Hardware Addr State Type Interface

10.4.9.2 00:59:32 0030.7131.abfc Dynamic ARPA MgmtEthO0/RP0/CPU0/0
10.4.9.1 00:59:32 0000.0c07.ac24 Dynamic ARPA MgmtEth0/RPO/CPU0/0
10.4.9.99 00:12:49 0007 .ebea.44d0 Dynamic ARPA MgmtEthO0/RP0O/CPU0/O
10.4.9.199 - 0001.c9eb.dffe 1Interface ARPA MgmtEthO/RP0O/CPU0/0

The following is sample output from the show arp command with the type instance argument:

RP/0/RP0O/CPUO:router# show arp MgmtEth 0/RP1/CPU0/0

Address Age Hardware Addr State Type Interface

10.4.9.2 00:35:55 0030.7131.abfc Dynamic ARPA MgmtEthO0/RP1/CPU0/0
10.4.9.1 00:35:55 0000.0c07.ac24 Dynamic ARPA MgmtEthO0/RP1/CPU0/O
10.4.9.99 00:49:12 0007 .ebea.44d0 Dynamic ARPA MgmtEthO0/RP1/CPU0/0
10.4.9.199 - 0001.c9eb.dffe 1Interface ARPA MgmtEthO/RP1/CPU0/0

The following is sample output from the show arp command with the hardware-address designation:

RP/0/RP0O/CPUO:router# show arp 0005.5£14.8100

Address Age Hardware Addr State Type Interface
172.16.7.2 - 0005.5f1d.8100 Interface ARPA GigabitEthernet2/0/1/2

The following is sample output from the show arp command with the location keyword and nodelD
argument:

RP/0/RP0/CPUO:router# show arp location 0/2/CPUO

Address Age Hardware Addr State Type Interface

192.168.15.1 - 00d4d.00ee.00ff Alias ARPA

192.168.13.1 - 00aa.00bb.00cc Static ARPA

172.16.7.1 00:35:49 0002.fc0e.9600 Dynamic ARPA GigabitEthernet2/0/1/2
172.16.7.2 - 0005.5f1d.8100 Interface ARPA GigabitEthernet2/0/1/2

The following is sample output from the show arp command with the traffic keyword:

RP/0/RPO/CPUO:router# show arp traffic

ARP statistics:
Recv: 2691 requests, 91 replies
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Sent: 67 requests, 2 replies (0 proxy, 1 gratuitous)
Resolve requests rcvd: 1

Resolve requests dropped: 0

Errors: 0 out of memory, 0 no buffers

ARP cache:
Total ARP entries in cache: 4
Dynamic: 3, Interface: 1, Standby: 0
Alias: O, Static: 0

IP Packet drop count for node 0/0/CPUO: 1

The following is sample output from the show arp command with the traffic and location keywords and
nodelD argument:

RP/0/RP0/CPUO:router# show arp traffic location 0/2/CPUO

ARP statistics:

Recv: 0 requests, 1 replies

Sent: 0 requests, 2 replies (0 proxy, 2 gratuitous)
Resolve requests rcvd: 0

Resolve requests dropped: 0

Errors: 0 out of memory, 0 no buffers

ARP cache:

Total ARP entries in cache: 4
Dynamic: 1, Interface: 1, Static: 1
Alias: 1, Standby: 0

IP Packet drop count for node 0/2/CPU0O: 1

Related Commands =~ Command Description
arp Adds a permanent entry to the ARP cache.
clear arp-cache Deletes all dynamic entries from the ARP cache.
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Cisco 10S-XR IP Addresses and Services Command Reference



	ARP Commands on Cisco IOS-XR Software
	arp
	arp timeout
	clear arp-cache
	proxy-arp
	show arp (cache)



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


